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(1) Risk Management Guide for DOD Acquisition, Sixth
Edition, Version 1.0, of August 2006
(m) MARCORSYSCOM ESOH Handbook of 5 Jan 06

Encl: (1) NAVAL Program Risk Reporting Matrix
(2) Excerpts from MIL-STD-882D
(3) System Safety Risk Matrices

1. Purpose. To establish policy and assign responsibilities for
a standardized risk management process across all Naval Systems
Commands (SYSCOMs) and affiliated Program Executive Officers
(PEOs), consistent with references (a) through (I).

2. Cancellation. This instruction supersedes NAVAIRINST
5000.21A.

3. Scope and Applicability. This instruction applies to all
Naval SYSCOMs and their affiliated PEOs, consistent with the scope
of references (a) and (b) and within the implementation of
references (c) through (m). This instruction does not apply to
Operational Risk Management per OPNAV Instruction 3500.39B, or to
the exclusions listed in reference (b), which includes all matters
under the cognizance of the Naval Nuclear Propulsion Directorate
(SEA 08). Application of this instruction shall be consistent
with reference (d) Defense Acquisition System Policies, including
Flexibility, Responsiveness, Innovation, Discipline, and
Streamlined and Effective Management.

4. Discussion

a. Definition of Risk. Risk Is the potential for mishaps or
other adverse variation in the cost, schedule or performance of a
program or its products. Reference (h) defines a System safety
mishap as unplanned event or series of events resulting iIn death,
injury, occupational illness, damage to or loss of equipment or
property, or damage to the environment. While such variation can
include positive opportunities, risk is more generally considered
to be the potential for a negative future reality. A description
of risk is in future terms that help i1dentify both possible future
effects and the root cause(s). Risk is classified into program
risk (high, moderate, low) based on likelihood and consequence, or
system safety risk (high, serious, medium, low) based on
probability or frequency of occurrence, and severity.
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b. Definition of Risk Management. Risk management is an
organized method for continuously identifying and measuring risk;
developing mitigation options; selecting, planning, and
implementing the appropriate risk mitigations; and accepting and
tracking risks when it is no longer prudent to further mitigate
them. Risk management is a process that evaluates the likelihood
or probability of an undesirable event occurring; assesses the
consequences or severity of the event should i1t occur; evaluates
the sources or root causes of the risk; and identifies the
available risk mitigations.

(1) An effective risk management process iIs evidenced by
early i1dentification and analysis of risks, planning to mitigate
those risks, early implementation of corrective actions,
continuous tracking and reassessment. An effective risk
management process depends on effective awareness training, open
communication, concise documentation, and close coordination
between programmatic and technical authorities, consistent with
reference (b). Programmatic authorities include Milestone
Decision Authorities (MDAs), the Assistant Secretary of the Navy
for Research, Development and Acquisition (ASN RD&A), Program
Executive Officers (PEOs) and Program Manager (PMs). Technical
authorities include the SYSCOM Commanders, SYSCOM Chief Engineers,
Deputy Warranting Officers (DWOs) and Technical Warrant Holders
(TWHs) .

(2) Risk management efforts include a complete review of
all areas required to support the life cycle of a given system.
Risk areas or sources can include requirements, research, design,
development, hardware, software, interfaces, systems engineering,
interoperability and integration, production transition, test and
evaluation (T&E), system safety, human performance capability,
manpower and Sailor training, funding, logistics elements,
engineering support, readiness, environmental impact, contracts,
management, staffing work years, process, disposal, and other risk
sources such as those listed in references (h), (1) and (m).

(3) As a program matures through its life cycle, the type
and character of risks will change. References (c) and (d)
describe management principles and policies applicable to all
Department of Defense (DOD) acquisition programs, and require
Program Managers (PMs) and other acquisition managers to
continually assess and reduce risks.
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(4) References (c) and (d) define the DOD acquisition
process for all programs and require that systems engineering
principles permeate the design, manufacture, T&E, and product
support of DOD acquisition programs. In a systems engineering
environment, risk management is an essential and integral part of
technical program management throughout the life cycle.

(5) As a program transitions through developmental and
operational testing and then to Fleet use, Risk Management Plans
(RMPs) are structured to identify, assess, and mitigate risks that
have a risk impact on safety or the overall program”s cost,
schedule, and/or performance. RMPs need to define the overall
program approach to capture and manage risks.

(6) References () through (k) define DON policy for
system safety and for naval weapons and explosive safety that
programs are required to follow. Reference (m) provides
information and resources for the execution of system safety for
USMC program management teams. Reference (h) contains several
tools to assist in performing system safety risk analysis. It
should be noted that an RMP and process does not suffice for a
complete system safety program. System safety involves many other
activities in addition to a hazard-mishap risk management process,
as discussed in references (1)and (m). Safety hazard risk
planning is contained In the System Safety Program Plan (SSPP)
required by reference (h).

c. Definition of Residual Risk. Residual risk is the risk
that remains after mitigation. Risk mitigation will often lower
the risk, or even eliminate the risk. Formal acceptance of risk
is normally described as the acceptance of residual risk, as
stated in this iInstruction.

d. Additional Guidance. The DOD Risk Management Guide,
reference (1), is a supplemental publication that provides
guidance and procedures for conducting program risk assessments
and developing RMPs. This document is accessible In the Defense
Acquisition University on line library at
www.acqg.osd.mil/se/publications._htm.

5. Policy. To ensure compliance with the risk management
requirements of references (c) through (k), all acquisition and
in-service programs shall establish, maintain and utilize an
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integrated risk management process. Risk Management Boards (RMBs)
and RMPs are components of the risk management process.
Programmatic and technical authorities are both essential to an
effective risk management process and shall be integral
participants. Risk management shall be accomplished using the
fundamental steps listed below and tailored consistent with
reference (c). Reference (c) directs that there is no one best
way to structure an acquisition program to accomplish the
objective of the Defense Acquisition System. Milestone Decision
Authorities (MDAs) and PMs shall tailor program strategies and
oversight, including documentation of program information,
acquisition phases, the timing and scope of decision reviews, and
decision levels, to fit the particular condition of that program,
consistent with applicable laws and regulations and the time-
sensitivity of the capability need.

a. Risk ldentification. Efforts shall be applied to identify
risks early enough in the lifecycle to allow cost effective risk
mitigation efforts. In-service experience (e.g., safety mishap
reports, lessons learned, other reference (i) data) from
comparable predecessor systems should be reviewed early on to
identify potential risks. Individuals throughout the program
(Government, industry and the Fleet) shall be encouraged and
provided the wherewithal to submit prospective risks for
consideration that they feel could adversely impact successful
execution of the program or safe and effective operation and
support of the eventually fielded system. Risk identification
shall not be limited to risk associated with the particular
program; it shall include cross-program risks and risks that the
program may be generating for other programs.

b. Risk Analysis and Assessment. Technical authorities shall
provide independent technical risk analysis for the identified
risks, including determination of the level of risk, to
programmatic authorities. Programmatic authorities will then
factor those analyses into the program risk assessment, which also
includes cost and schedule variables. Risk analysis and
assessment should address compound risks such as several small
risks becoming a larger risk, and cross-program risks within DON
and Cross-Service.

c. Risk Mitigation Planning. Programmatic authorities shall
mitigate risks in a manner that balances risk with cost, schedule
and performance constraints and ensures mishap risk Is mitigated
to an acceptable level. Cost impacts shall be addressed from a
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lifecycle perspective, including operations and support costs
along with acquisition cost. Technical authorities shall assist
the programmatic authorities by developing and evaluating risk
mitigation options and participating in risk mitigation efforts.
As stated in reference (b), technical authorities identify and
evaluate technical alternatives, determine which are technically
acceptable, and perform associated risk and value assessments of
those alternatives. For system safety risk mitigation, reference
(h) outlines a preferred order of precedence for mitigation, which
should be contained in the planning guidelines and process. This
order of precedence is very Important in properly mitigating the
safety risk presented by hazards.

d. Risk Mitigation Plan Implementation. Programmatic
authorities shall adequately resource risk mitigation efforts to
ensure the effectiveness of those efforts.

e. Risk Retirement. Risk retirement occurs when risk
mitigation efforts have succeeded such that it would no longer be
identified as a risk. Retired risks do not need further tracking.

f. Risk Tracking. Programmatic and technical authorities
shall track risks using the standard matrices for evaluating and
reporting both program risks (depicted in enclosure (1)), and
system safety risks (depicted in enclosures (2) and (3)). For
residual risks that have been accepted, the RMP shall describe any
associated monitoring and data. When a program transitions from
acquisition to in-service, the RMP shall be delivered to the in-
service program manager who shall continue to manage it.

(1) Program Risks. The Program Risk Matrix depicted in
enclosure (1) uses standard likelithood and consequence definitions
to plot specific risks. The plotted position shows the current
assessment of the risk’s likelithood and the estimated consequences
of its effect on the program when the risk manifests. As risk
mitigation succeeds, a high or moderate risk’s position will
migrate In successive assessments from its current location toward
low risk, or be completely eliminated.

(2) System Safety Risks. The management of a program’s
system safety process shall be in accordance with references (f)
and (g), which require using reference (h) and the techniques
described in Tables A-1 through A-1V therein. Page one of
enclosure (3) depicts the MIL-STD-882D (reference (h)) System
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Safety Risk Matrix that plots probability or frequency against
severity. Page two of enclosure (3) shows a tailored system
safety risk matrix which meets a specific community of systems
(NAVAIR) needs. All system safety risks shall be included in the
Program®s System Safety Risk Matrix. This includes program risks
that also have a system safety aspect and system safety risks that
may be created through the mitigation of program risks.

Similarly, systems safety risks that will have impact on cost,
schedule or performance shall be integrated into the overall
program risk management structure.

(3) Risk Descriptions. Each risk description shall
include three key elements:

(a) A brief description of the risk;

(b) A brief description of the root causal factor(s)
for the risk and;

(c) The proposed/planned mitigations that address the
source(s) and effect(s).

g- Residual Risk Acceptance. Consistent with references (&)
through (k), the appropriate programmatic authority shall formally
accept residual risks. As stated in the reference (1) guidance,
the status of program risks should be reported to the appropriate
PEO/PM/SYSCOM Commander and user personnel prior to Milestone
decisions, following significant risk changes, or as requested. As
required by reference (g), residual system safety risks, reference
(h), shall be accepted prior to exposing people, equipment, or the
environment to known system-related ESOH hazards. The level of
technical authority approving the analysis of the residual risk
shall be equivalent to the level of the programmatic authority
accepting the residual risk. The technical authority that approves
the analysis of the residual risk shall ensure it has been
coordinated with other technical authorities. Technical and
programmatic authorities shall coordinate residual risk analysis
and acceptance with their Fleet counterparts to ensure alignment
with Fleet objectives, especially with respect to risks related to
operational capability or operations and support costs. The
following table shall be used to identify the appropriate approval
levels for analyzing and coordinating the acceptance of residual
risk. Additional details needed to define who these individuals
are for a particular program shall be contained in the RMP.
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RESIDUAL RISK ACCEPTANCE SUMMARY

Level of Risk: Technical Programmatic User/Fleet Coordination:
Authority: Authority: (Typical - the RMP shall detail
Approves Accepts the specific Fleet/User
Analysis of Residual Organizations)
Residual Risk Risk
Program: Acquisition: In-Service:
High SYSCOM MDA or RDA OPNAV Nx Lead TYCOM
COMMANDER MCCDC*** (Fleet), MCCDC
Moderate DWO PEO OPNAV Nxy Lead TYCOM
(Fleet)
Low TWH PM OPNAV Nxyz TYCOM N43 or
Wing Commander
(Fleet)
System Safety: Acquisition: In-Service:
High* SYSCOM RDA OPNAV Nx Lead TYCOM
COMMANDER MCCDC (Fleet), MCCDC
Serious* DWO PEO OPNAV Nxy Lead TYCOM
MCCDC (Fleet), MCCDC
Medium TWH PM OPNAV Nxyz TYCOM N43 or
Wing Commander
(Fleet)
Low TWH or PM
Certificate
Holder**
Notes:

*  Formal User/Fleet concurrence 1s required.

** In some cases, the TWH will choose not to delegate this
authority to certificate holders, as in the case of
explosives safety, which is governed by reference (k).

*** Marine Corps Combat Development Command (MCCDC)

h. Conflict Resolution. Whenever programmatic and/or
technical authorities disagree on a technical issue, such as
classifying the level of risk, the conflict resolution policy of
reference (b) applies. |IT it is unclear how a particular risk
should be classified, the following or similar approach should be
used to resolve the conflict before elevating it as required by
reference (b). The participants should mutually determine what
level of authority should approve the technical risk analysis and
accept the residual risk, and then classify the level commensurate
with that understanding.

6. Action. SYSCOMs and affiliated Programmatic Authorities shall
implement the policies and requirements contained in this
Instruction. The following responsibilities are assigned relative
to the risk management process.
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a. PEOs and SYSCOM Commanders. PEOs and SYSCOM Commanders
are responsible for:

(1) Ensuring program acquisition plans and strategies
provide for risk management and that identified risks are
considered in milestone decisions;

(2) In conjunction with the Head of Contracts, ensuring
program contract(s) Statement of Objectives (S00s), Statements of
Work (SOWs) and Contract Deliverable Requirements Lists (CDRLS)
include provisions to support a defined risk management plan and
process; and

(3) Ensuring each acquisition and in-service program has a
defined RMP that addresses both program and system safety risks;
and that risk assessments are conducted and risk management
performed per that plan. PEOs and SYSCOM Commanders may issue
guidance to their PMs on tailoring RMPs to meet unique PEO or
SYSCOM needs.

b. PMs. PMs are responsible for:

(1) Establishing, using, maintaining, and funding an
integrated risk management process, including all aspects
addressed by this instruction. PMs shall ensure their integrated
risk management process includes all disciplines required to
support the life cycle of their system (e.g., systems safety,
logistics, systems engineering, producibility, in-service support,
contracts, tests, etc.). |If the contract under review iIs subject
to Earned Value Management system criteria, consider any areas of
concern identified in the Cost Performance Report, milestone
charts, Integrated Master Schedule, or similar systems, which
assess contractor performance on the contract;

(2) Forming a program RMB or equivalent that shall include
a lead programmatic authority (e.g., the PM or Integrated Program
Team (IPT) Leader) and a lead technical authority (i.e., the TWH
who 1s the Chief/Lead Systems Engineer for the program). The RMB
may also include the Risk Management Coordinator, Chief
Logistician, Budget and Financial Manager (BFM), Cost Analyst,
Prime Contractor, and other members relevant to the program
strategy, phase, risks and Systems Safety. Consistent with
reference (d), MDAs and PMs may tailor or combine RMBs to fit the
particular conditions of the program(s);
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(3) Including Fleet operational users (Type Commanders,
Wing Commanders, etc. (referred to as the Fleet) in identification
of risks related to the anticipated user population or operational
capability and in the formulation and acceptance of risk
mitigation plans;

(4) Reporting both program and system safety risks to the
PEO, the SYSCOM Commander and Fleet personnel prior to Milestone
decisions, following significant risk changes, or as requested;
and

(5) Reporting program risk assessments to the Independent
Logistics Assessment (ILA) and Initial Operational Capability
Supportability Review (I0CSR) teams per reference (c). This will
address supportability risk impact on the program equally with
other technical, cost and schedule risk consequences.

c. RMBs. RMBs are responsible for overseeing the risk
management process for the PM, including oversight of:

(1) RMP Development, maintenance and implementation;
(2) Risk assessments per the RMPs;

(3) Continual assessments of the Program for new risks,
the status of existing risks, and management of risk mitigation
activities. The RMB’s focus should be on ensuring risks that
Jjeopardize the achievement of significant program requirements,
thresholds, objectives, or safety are properly identified,
analyzed and mitigated;

(4) Development of appropriate risk mitigation strategies
for each high or moderate program risk and each high, serious or
medium system safety risk, including estimation of funding
requirements to implement risk mitigation plans; and

(5) Reporting both program and system safety risks to the
appropriate PEO/PM/SYSCOM and Fleet personnel.

d. [IPTs. [IPTs, or equivalent bodies as defined in the RMP,
assist the PM in managing the program and the design and
configuration of naval products. Regarding risk management, IPTs
are responsible for:

10
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(1) Supporting the RMB, including assisting in writing,
maintaining and implementing the RMP;

(2) Assessing risks using enclosures (1), (2), and (3),
and consulting the DOD Risk Management Guide and the Standard
Practice for System Safety, references (1) and (h). Ongoing or
continual risk assessments are highly recommended, and are useful
during all phases of a program®s life cycle. Tailored program and
safety risk assessments shall be conducted for each of the
applicable systems engineering technical reviews (SETRs) and for
each key program decision point;

(3) Recommending appropriate risk mitigation strategies
for each high and moderate program risk and for each high, serious
and medium system safety risk, including estimating funding
requirements to implement risk mitigation plans. Providing risk
mitigation support when required. Implementing and obtaining
Fleet acceptance of risk mitigation In accordance with program
guidance from the RMB per the program RMP; and

(4) Reporting on both program and system safety risks to
the RMB.

e. Technical Authorities. Technical Authorities are
responsible for:

(1) Providing the trained people and processes to support
the technical aspects of risk management;

(2) Designating TWHs and Certificate Holders (CHs) in
accordance with reference (b) and making them available to assist
with risk management activities;

(3) Providing personnel to conduct independent risk
assessments on specific programs upon request of PMs or higher
authority; and

(4) Performing technical risk identification and analysis
within their reference (b) technical domains, and participating in
the risk management process as detailed in this iInstruction.

7. Review. The Naval SYSCOM Systems Engineering Stakeholders

Group (SESG) shall review this instruction annually, coordinating
and implementing updates and changes as appropriate.

11
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Distribution:
SNDL FKP COMNAVSEASYSCOM Shore Activities
C84 COMNAVSEASYSCOM Shore Based Detachments

NAVSEA Special List Y1
A1lJ1F PEO SHIP

A1J1L PEO IWS

A1JIM  PEO LMW

ALJIN PEO SUB

A1J1Q PEO CARRIERS

21A1 CFFC

21A2 COMPACFLT

24A Alr Force Commanders

24D Surface Force Commanders
24G Submarine Force Commanders
26U Regional Maintenance Centers
FT88 EDOSCOL

DRPM ERP

FKA1C COMNAVFACENGCOM

AIR 1.0, 4.0, 5.0 and 6.0

PEO @)

PEO (A)

PEO )

NAWC AD, WD

FKQ SPAWAR Activities

SPAWAR 00, 01, 02, 04, 05, WLA
NETWARCOM

SPAWAR ITC (00)

PEO C41 AND SPACE

PEO IT

PEO SPACE SYSTEMS

DRPM NMCI

MARCORSYSCOM Deputy for C41 Integration
MCCDC

NAVSAFCEN, Naval Safety Center

RDA CHSENG

NAVAIRHQs Directives Web Address:
http://directives._navair.navy.mil or
https://mynavair.navair._navy.mil/portal/server.pt

NAVSUP (Electronic only via the Naval Logistics Library (NLL)
Web site https://nll._ahf_nmci.navy.mil)
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NAVAL Program Risk Reporting Matrix

1. Each undesirable event that might affect the success of
the program (technical, schedule, and cost) will be i1dentified
and assessed as to likelithood and consequence of occurrence.

2. A standard format for evaluation and reporting of program
risk assessment findings will facilitate common understanding
of program risks at all levels of the organization. The
matrix below will be used to determine the level of risks
identified within a program. The level of risk will be
reported as low, moderate, and high represented in the matrix
with the colors green-low, yellow-moderate, and red-high.

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII )
Not Likel 0% 4
[o] ike
1 y 3
~30%
2 |Low Likelihood 2 3
~50% )
3 Likely o 2
- _ ~70% - 1
4 [Highly Likely
~90%
5 [Near Certainty ’ 1 2 3 4 5
Consequence
Technical Performance Schedule
1 Minimal or no consequence to Minimal or no impact Minimal or no impact
technical performance
Minor reduction in technical Budget increase or
performance or Additional activities unitg roduction cost
2 supportability, can be required, able to meet key %ncreases
tolerated with little or no dates. < = (1% of
impact on program; same Slip < _* month(s)
_ —_ Budget)
approach retained
Minor schedule slip, no impact
Moderate reduction in to key milestones. Budget increase or
technical performance or Slip < * month(s) plus unit production cost
3 supportability with limited available float of critical increase
impact on program objectives; path. < ** (5% of
workarounds available Sub-system slip > * month(s) Budget)
plus available float.
Significant degradation in
tecmg!gilsﬁiizggT?ngﬁ or Program critical path Budget increase or
suj ortability: ma affected, all schedule float unit production cost
4 ieo arggze ro ra%’scheSS' associated with key milestone increase
J &eraroughs!%a not be ’ exhausted < 2= (10% of
- Y Slip < _* months Budget)
available or may have —_—
negative consequences
Severe degradation in
technical performance; Cannot Exceeds Acquisition
meet KPP or Key Cannot meet key program Program Baseline
5 technical/supportability milestones (APB) threshold
threshold; will jeopardize Slip > _* months > **  (10% of
program success; ho Budget)
workarounds available

* — Tailor for program in month(s)
** — Tailor for program in whole dollars

1
Enclosure (1)
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Briefing Format

1. Below is an example of the format that will be used when
reporting the results of a program risk assessment.

2. Presenter should be prepared for more detailed discussions
on these issues and alternative mitigation plans.

3. List the members and their affiliation 1If a standing
advisory board does the assessment formally.

4. The 5x5 matrix and color scheme shall remain common with
this enclosure unless otherwise authorized by the cognizant
SYSCOM Commander.

NAVAL Acquisition Program Risk Assessment

The Program Name/PMA-XXX Date of Review
“Risk #5 Title, and *Risk #2Title, and
<Root cause for the risk *Root cause for the risk.
*Risk # 1Title, and = .
*Root cause for the risk. « Approach to remedy/mitigation « Approach to remedy/mitigation
< Approach to remedy/mitigation

*Root cause for the risk.

+Risk # 6 Title, and |

«Approach to remedy/mitigation
“Risk #3 Title, and ® e

*Root cause for the risk.

< Approach to remedy/mitigation

Likelihood

Risk Management Board

CAPT A.B. Seas - Title
Mrs. A. B. Jones - Title
Dr. D. E. Sailor - Title

I Mr. B. D. Doe - Title
o A h t dy/mitigat 1 3 4 5 . .
pproach to remeady/mitigation zconsequence MS, C G Sm|th _ T|t|e

*Risk # 4 Title, and
*Root cause for the risk.

Enclosure (1)
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5. Risk mitigation is often displayed in a waterfall chart to
show the reduction and expected reduction iIn risk exposure as
mitigation actions are completed over time. A sample
waterfall chart from the Naval Systems Engineering Resource
Center (NSERC) risk exchange tool is shown below:

Waterfall Chart
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Excerpts from MIL-STD-882D

A2432]1 Mishap severity. Mishap severty categorss are defined to provide a
qualifative measure of the moest reasonable credible pushap resulting from personne| emor,
emvironmental conditions, desizn inadequacies, procedural deficlencias, or system, subsystem, or
comyponent fallure or malfunction. Suggested mishap severnty categories are shown i Table A-]
The dollar values shown in this @ble should be esmblizhed on 2 system by system basiz
depending on the size of the system being considersd to reflect the level of concem.

TABLE A-[ Sugsested mishap severity categories

Digscnpticn Catmgory Enviscomental. Safssy, and Healik Fesult Crituria

Catastraphic 1 Could result in deat® permanemt total dicability, loss
axceading £18). or irrsvarsible sevurs szvironoee=tal
danzage that vielates bw or eguiition.

Critical 11 Could meselt iz permanent pastial dissbdity, infores
or  occupational  dlness  that =2y mesult o
bospizalizatios of at Least thres perccenel, loas
sxcesding $200E bat lew than SIM, or revsmibls
snvironmental damage cawsing & wialatton of Dew or
reguiation

Karginal II Could meealt iz mmjury o occopatiozal illness
raeulting i= one o mosa loet wiock daye(e), Loax
sxcesding 310K bt lucs thaz F200K, or mitigathle
snvironmental damags without wiolatien of law or
raguladon whers restoratice activitiee can ba
accomplichad

Kiagligibla o Conld result in imjury or dllsess not resnlbng in 2 lost
wock day, loss excesding TIE but lecc them $10F, or
minimzal szvironmetal dameage not vielating Lear or
ragulation

"

NOTE: Thess mishap severty catepories provide guidance to a wide varlety of programs
However, adaptation to a particular program is gensrally required to provide a muhaal
understanding between the program manager and the devaloper as to the meanms of the temms
used in the category definitions. Orher nsk assessment techniques may be used provided that
tive user approves them.

A 44322 Mishap probability. Mishap probabality is the probabdlity that a mishap
will occur during the planned life expectancy of the system. It can be described in terms of
potential occurrences per umit of ttme, events, population, items, or activity. Assigning a
quantitative mishap probakility to a potential design or precedural hazard i3 gensrally not
possible sarly in the desizn process. Af that stage, a gualitatve mishap probability may be
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derived from research, analysis, and evaluation of historscal safety data from similar systems
Supporting rationale for assigning a mishap probability is decumented i hazard analyzis
reporis. Sugzested gualitative mishap probability levels are shown in Table A-I

TABLE A-TI. Susgested mishap probability levels

Dagcripsdo=*® Lawul Spacific [=diwidual Iram Fleat or Invantory**
Fregoeont A Likely to ooour ofts= in the Congiouoncly
life of 2= i, arih a axpariamced.

Frotadlioy of ecowrmance
greeieT than 107 iz thar life.
Probahla E Wil ecour ceveral fimes in the TA'1ll ecenr fragme=ily.
life of 2z dtwm, amik a
peotazilicy of ocourmance lacs
tha= 10" but greatar than 107
in that life.

Oecanczal Z Likely to ooosr soms Oms = Wil eceur savaral
the life of an itans, with & nimas
protazilioy of ocowrmance lacs
tha= 10 but greatar than 107
i that life.

Femiors L Unlikaly tuf possible to oocur Uzlikaly, ut can
in tha s of an fem, arth a meatanably ba
protailioy of occurmance lacs axpected to oo
tha= 107 but greatar than 107
i that life.

Im=probablae E Souzlikely. it can ba acremed Ualikaly to acenr, bus

ooCUrrs=ce oy =ot ba possthle,
sxparienced, with a
protaziliny of ocowrmance lacs
tha= 10™ in thas life.

*Definitions of descriptive words may have to be modified based on quantity of fems
myodved
**Tha expecied size of the fleet or imventory should be defined prior to accomplishing an
assessment of the system.

A<£4323 Mishap sk assessment. Mishap nzk classification by mishap severity and
mizhap probability can be performed by using a mishap risk assessment matox. This
assessment allows one 1o assipn a mishap sk assessment value to 2 hazard based on its mishap
severity and its mishap probability. This value is then often wsed to rank different hazards as to
their associated rushap rsks. An examiple of a mishap risk assessment matrix is shown at
Table A-ITL
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TABLEZ A-[ll. Example mizhap risk assessment values,

SEVERITY Canstragiue Critical \arginal Negizhle
PROSABILITY

£ TRauECE | 3 i 13

Probahle 2 3 2 15
Occacioml 4 ] 11 18

Samos 5 10 1= 19
Inmenhbable 1} 13 17 M
A24314 Mishap nsk catespmes Mishap nsk assessment values are ofien used in

grouping mdividual hazards into meshap sk catezories. Mishap nsk categories are then used
T Zenerate specific action such as mandatory reporiing of certain hazards to manazemeant for
action or formal acceptance of the associated mishap nsk. Table A-IV inchudes an exampla
Lsting of mishap fsk catzzories and the asseciated assessment values. In the exampls, the
system management has determined that mishap nsk assessment values [ through 5 constifue
“High™ nisk while values 6 throngh 9 constmte “Senous™ nsk

TABLE A-IV. Example mishap risk categories and mishap risk acceptance levels.

Rletap PIEK | LAY r— Nlichap PIk Accep@ece
Assarmmant Vals Lol
1 -1 Hizgh Componsst Acquisition
Cxacuiive
6-9 SETONE Program: Executive Officer
10-17 Modinm Program Manzger
18- —ow As directed

*Papresentative mushap risk accepiance levels are shown in the above table. Mishap risk
acceptance 15 discussed m paragraph A.4.4 7. The using orzanization must be consultad by the
corresponding levels of program managemant prior to mishap nsk accepfance.
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System Safety Risk Matrices

This enclosure contains two system safety risk matrices. The
first is a direct application of the MIL-STD-882D system safety
The second i1s a system safety risk matrix tailored

risk matrix.

to mee the needs of NAVAIR.

MI1SHAP MISHAP SEVERITY
PROBABILITY
Catastrophic Critical Marginal Negligible
) an ain avy
Frequent SERIOUS MED IUM
A
Probable SERIOUS MED 1UM
(®)
Occasional SERI10US MED 1UM
©
Remote SERIOUS MED 1UM MED UM
(D)
Improbable MEDIUM MEDIUM MEDIUM
O)
1

NAVFACINST 5000.15
NAVSEAINST 5000.8
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